Qualiti
eQualitie
O WEB SECURITY J} CAPACITY BUILDING Q CENSORSHIP RESISTANCE

We create decentralized internet services in support of a more equal and equitable
network. Everyday, they enable freedom of association for millions of people online.

Dmitri Vitaliev
dmitri@equalitie.org

github: equalitie; deflect-co; censorship-no 1
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Article 19. Article 20.

In defence of freedom of expression and association online



Fighting censorship and shutdowns
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Fighting censorship and shutdowns

XaKaToH 6e3 paHuL,

CENO
Lantern
OONI
AmneziaVPN
NewNode
AccessNow
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Internet shutdown - scenario #1
Disconnection of popular services




Scenario 1 solution - CENO Browser (Censorship.no
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CENO - web browsing via Bitorrent

CENO Browser

CENO — mobunbHbIn 6paysep ans
XpaHeHUs1 1 06MeHa BE6-KOHTEHTOM U3
060N TOYKKM MUpa.



CENO - cooperative browsing

CENO users create small-world
networks to connect to each other, and
thereafter to a bridge outside the
censored zone.




CENO - decentralized cac

ning

Once a website is accessed by a single
CENO user, it is stored and shared inside
the country peer-to-peer.
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CENO - decentralized analytics
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Daily Injectors

== Unreachable Value:9 Percent: 69%
== Reachable Value:4 Percent:31%
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== Unreachable Value: 1208 Percent: 88% == Unreachable Value:106 Percent:100% == Unreachable Value: 1323 Percent: 88%
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Internet shutdown - scenario #2
Disconnection of external connectivity
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Internet 1+2=3

OuiSync
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Scenario 2 solution - QuiCrawl (it’s all about the cache)
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TBepCTHa WNutepeoio Cratem HoBoctu Honowkn O Hac [louck

B oTpafax HaabpPoBLEB HA YHPAUHCHOM hpoHTE
OoHasa/MCh «MYHLIN Nanay» bacaesa 1 copaTHUK
l[enaeBa. YHpavHy «O0CBOBOMOAIOT» HECHONBHO
TEPPOPUCTOB HaYaNa HyIEBLIX, B TOM YAC/E YHACTHVK
3axBaTa 3a/IOHHUHOB B 6onbHULE ByaEHHOBCHA

«MNana, Tol yHe TeicAYy AHEN He eaellb». HaH MHoroaeTHaA
MaTk NLITAETCA BEPHYTL AOMON MOBUIN3OBAHHOTO MYHA,
CTPafaoUErO XPOHUYECHUM 3aboneBaHnem

B pOCCMVICHVIX HOJIOHNAX Hadanack BTopasa BOJHa Bnorepa Hamuuaase [u o6rasun «He Hafo obMeHa, MeHA yOLIOT.
6 " B pO3bLICH B Poccumn B YHpauHe nonan B naeH
BEpPOOBHUN Ha BONHY —— 3aHIO4YEHHBI 13 YBH Barnepa
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Scenario 2 solution - decentralized content distribution
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Resistance to shutdowns - cache and deliver
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Deliver and propagate

Satellite Internet

e Just a few injection nodes
e Near border coverage

Satellite TV

e Pay for upstream / broadcast $$$
e Donated time from TV show
e Donated null packets

Propagation

e Quinet

e Web caching standard 18



Scenario 2 solution - decentralized communications in UA

8; dComms ABOUT  English v

Alternative communication methods during
censorship, interruptions, and restrictions on the
Internet

‘ (© You are currently connected to the Kyiv server

OTHER SERVERS: Kyiv Odessa Kharkiv Lviv Lviv 2 Rivne Kherson

Mykolayiv Poltava Khmelnytskyi
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Scenario 2 solution - decentralized communications in UA

®

ENCRYPTED FEDERATED CHAT

Element
SMARTPHONE APP:
Cepaep: matrix.kyiv.dcomm.net ua a
Instructions: = HTML | PDF
Downloads:  Locally Elementio

INDEPENDENT SOCIAL NETWORK

Mastodon

SMARTPHONE APP:

Server

Instructions:

Kyiv server

Link

(O SAFE MESSENGERS

CONNECTING FROM A DESKTOP COMPUTER:

Web chat = Kyiv Web chat

Instructions: | HTML = PDF

2+ sociAL

CONNECTING FROM A DESKTOP COMPUTER:

Server | Kyiv server

Instructions: | Link




Scenario 2 solution - decentralized communications in RU

2.1 chatv3.ru 2.2 Civic cloud 2.3 Personal cloud

Serverless solutions
Home cloud
Encrypted sync
Centralizing activism

Robust infrastructure
Technical administration
Access management
Centralizing activism

Multiple locations
Easy reproducibility
Technical maintenance
Requires moderation
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https://mattermost.com/
https://nextcloud.com/
https://bigbluebutton.org/
https://censorship.no/
https://delta.chat/en/
https://mastodon.social/
https://element.io/
https://briarproject.org/
https://framasoft.org/
https://element.io/
https://scuttlebutt.nz/
https://ouisync.net/
https://solidproject.org/
https://freedombox.org/
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equalit.ie/wsf22
deflect.ca
censorship.no
dcomm.net.ua
ouinet.work

@equalitie
dmitri@equalitie.org


https://equalit.ie/wsf22.pdf
https://twitter.com/CenoBrowser/

