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Digital security for a civil society
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The 2nd invasion begins

EQUALITIE'S POSITION ON THE WAR IN UKRAINE

On: March 15, 2022 | Comments Disabled

We choose to stand with Ukrainians who are defending their homes and families. We mourn the lives already lost and the destruction of Ukrainian cities and its cultural heritage
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A NADIYNO basa 3HaHb  beaneka B ymoBax BilHu  Beaneka 3a 10 x8  [po npoekt  FAQ € MUTAHHA?

NADIYNO: lonomora
3 Undposoro besnekotro

android i faHi npMBaTHICTb

Be3neka B ymoBax BiHU

#AKi 3arpo3u Ansa moro cMapTc¢oHa iCHYHTb, FAK NigBULLUMTKY 3aXUCT CMiNIKyBaHHA Yepe3 MeceHmKepwu,
SIKLLO 51 NnepebyBalo Ha OKynoBaHUX AKLWO 51 NnepebyBalo Ha OKynoBaHin TepuTopii

TepuUTopiax
[lonatkosi HanalwTyBaHHa NporpaM JONOMOXyTb Tobi y 3axucTi cBoei komyHikauii KopoTka




Deflect.ca - website defense, hosting, analytics ++
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Deflect.ca - attacks on zhitomir.info

Dashboard ~ Attack summary
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Deflect.ca snapshot in Ukraine (June 1- Nov 1, 2022)

50 websites onboarded,;
10 websites represent women-led media and CSOs;
8 websites represent key human rights organizations in Ukraine;

400 000 daily unique users from Ukraine (based on the number of indiv. IPs)

21 major attacks mitigated by Deflect team
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Internet shutdown - scenario #1
Disconnection of popular services




Scenario 1 solution - CENO Browser (Censorship.no)

(:ceno
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Share the web!

CENO (short for censorship.no!) is the world's first mobile
browser that side-steps current Internet censorship methods. Its
peer-to-peer backbone allows people to access and share web
information in and across regions where connectivity has been
interrupted or compromised.
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CENO - web browsing via Bitorrent

CENO Browser

selective
or partial — —
blocking

==
Install

i CENO is a mobile web browser for

storing and sharing web content
anywhere.




CENO - cooperative browsing

CENO users create small-world
networks to connect to each other, and
thereafter to a bridge outside the
censored zone.




CENO - decentralized caching

Once a website is accessed by a single
CENO user, it is stored and shared inside
the country peer-to-peer.




Internet shutdown - scenario #2
Disconnection of external connectivity
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Scenario 2 solution - decentralized communications

8; dComms ABOUT  English v

Alternative communication methods during
censorship, interruptions, and restrictions on the
Internet

‘ (© You are currently connected to the Kyiv server

OTHER SERVERS: Kyiv Odessa Kharkiv Lviv Lviv 2 Rivne Kherson

Mykolayiv Poltava Khmelnytskyi



Scenario 2 solution - decentralized content distribution
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Resistance to shutdowns - cache and deliver
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Deliver and propagate

Satellite Internet

e Just a few injection nodes
e Near border coverage

Satellite TV

e Pay for upstream / broadcast $$$
e Donated time from TV show
e Donated null packets

Propagation

e (QOuinet
e (Quisync
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https://twitter.com/CenoBrowser/

