
#KeepUkraineConnected

Novembre 2022 - FIC



Digital security for a civil society



The 2nd invasion begins





Deflect.ca - website defense, hosting, analytics ++



Deflect.ca - attacks on zhitomir.info



Deflect.ca snapshot in Ukraine (June 1- Nov 1, 2022)

50 websites onboarded;

10 websites represent women-led media and CSOs;

8 websites represent key human rights organizations in Ukraine;

400 000 daily unique users from Ukraine (based on the number of indiv. IPs) 

21 major attacks mitigated by Deflect team





Internet shutdown - scenario #1
Disconnection of popular services



Scenario 1 solution - CENO Browser (Censorship.no)



CENO - web browsing via Bitorrent



CENO - cooperative browsing



CENO - decentralized caching



Internet shutdown - scenario #2
Disconnection of external connectivity



Internet 2.0 
vs 

Internet 3.0



Scenario 2 solution - decentralized communications



Scenario 2 solution - decentralized content distribution



Resistance to shutdowns - cache and deliver  

+ OuiCrawl



Deliver and propagate 

● Just a few injection nodes
● Near border coverage

Satellite Internet

● Pay for upstream / broadcast $$$
● Donated time from TV show
● Donated null packets

Satellite TV

Propagation
● Ouinet
● Ouisync



equalit.ie/fic22 *
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dmitri@equalitie.org

https://twitter.com/CenoBrowser/

